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Ruben van Vreeland

- Hacker for 10 years
Advised i.a. Marktplaats.nl, eBay, LinkedIn

- Presented a TED talk and on new XSS vectors 

- Open Source contributor to:
ElastAlert (100k+ downloads, used by i.a. Nokia, Fox-it)
Web security log analytics (Logstash, ModSecurity) 
Embedded WAF for PHP, Java, Node.js

- Protection at scale (now at over 1.000 applications)



I wanted to be creative as a hacker!

(You had a vulnerability, I wanted to fix it)



Redressing eBay



Hijacking 
LinkedIn



Hacking with WiFi

http://www.youtube.com/watch?v=szYNFUmdp6U


The hacker has to write you an email?

(Prevent data leakage, before you are in the news)



The Speed of a Breach



Most Common Breach Entry Point



While Each Enterprise ...



... has ...



protection.

● Alpiq

● Also Comsyt

● Ascom

● Boran Consulting

● Bundesamt für Informatik

● Claro

● Connectis

● Colt Telecom

● Cornèr Banca

● Decker Consulting

● Glue

● SBB

● Schweizerische Bundeskanzlei

● Schweizerische Post

● Schweizerisches Bundesarchiv

● Serima

● SRG SSR idée suisse

● Sun Microsystems

● Swisscom ITS

● Swisscom Schweiz

● Swisscom International

● Swisscom Mobile

● T-Systems

● ZID Basel Stadt

● IBM

● Inselspital Bern

● MacRec Bern

● Metalor

● Motorola

● Namics

● Nextra

● Novartis

● Petrel Communications

● Aartesys

● ABB



Use logging as a security heads-up!



Security Heads Up





A single static rule set to rule them all?

(Badly fails at scale)



Overwhelmed Security Office



Continuous Insecure Delivery

Design Build Test Deploy

Security Testing (Gate)

Traditional & Secure
(Waterfall)

DevOps & Insecure
(Agile)

DevOps & Insecure
(Microservices)



Using statistics & ML to create application specific rule set 

(Let the machine be the craftsman)



Detect RespondClassifyLog Record









Security. 
Priced at 

confection,
delivered 

custom-fit.

You
1. Application customized protection
2. Heads-up on actual incident
3. Easily operable
4. Alert pre-correlation
5. Automatic maintenance
6. Central insight & tuning of all WAFs
7. Audit and forensic reporting
8. Automated alert handling
9. Automatic threat analysis

10. Self healing mitigation

Your customer
1. Pays for confection
2. Clear security report
3. Compliant supplier (ISO / GDPR)
4. In control of bad news articles



Appendix



The Incident Bonanza



Isn’t Amazon responsible? 



Securely Open Source

Open Source

- Elastic Logstash
- User Agent (CRS)

- Libinjection engine

- Request Parser

- Normalisation

- ElastAlert
- Rule template

- Attack response

Commercial

- Elastic Logstash
- Killchain

- Attack verification

- IP reputation

- False positive config

- Real-time response 

- Elastic Kibana
- Profiles

- Reporting



Continuous Secure Delivery

Design Build Test Deploy

Security Testing Gate

Deploy

Traditional & Secure
(Waterfall)

DevOps & Insecure
(Agile)

DevOps  & Secure
(Secure agile)

Design Build Test

Securely
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Securely 
and you!

Securely
1. Application customized protection
2. Heads up on incident
3. Instantly operable
4. Log pre-correlation
5. Automatic maintenance
6. Central insight & tuning of all WAFs
7. Audit/forensic reporting
8. Automated alert handling
9. Automatic threat analysis

10. Auto remediation

Your customer
1. Clear security report
2. Compliant supplier (ISO / GDPR)
3. In control of bad news articles


