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Business Segments
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15.25M
Recurring Customers



Domain Registration
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No.1
Market Share *

83％
Domains Under 

Management

7.3M
* Based on ICANN data



SSL
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No.1
Market Share *

50.5%

* Based on Netcraft’s research



Web3
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Bitcoin Mining

Crypto Exchange

Mining

Exchange

Payment Stablecoin

NFT Marketplace



Cyber Security (White hat hackers)
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50 Top Level Domains

Generic

GeographicCountry 
Code

Brand
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New gTLD

1.25M+ Active 
Registrations

Online Shops

TOP 4

102,000+
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Overview



Worldwide
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As of Aug 2022
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As of Sep 2022
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As of Sep 2022
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New Gs in Ecommerce
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1 – Redirect

briana-weds-joel.shop
redirect to a wedding registry



2 – Online Shop

netflix.shop
online shop

+

netflix.com
general website



3 – Cross-border

worbis.shop
english website

+

worbis.fi
finnish website



4 – Complete Switch

superfoodguru.shop
from .nl to .shop

An SEO agency advised 
me to use '.shop' for the 
Dutch domain name 
and '.shop/en' for the 
English one. Then I 
would be better found in 
Google.

I also liked the .shop 
extension because you 
think of a shop. I thought 
it sounded friendly. 

- Jojanneke Leistra, 
owner of Superfoodguru



4 – Complete Switch

flavor.shop
from .be to .shop

The .shop domain name 
perfectly matches the name of 
our shop: Flavor Shop.

Thanks to the existence of this 
domain name extension we 
were able to choose the url: 
www.flavor.shop. 

We chose this name when we 
just started our new online web 
shop. It is short and easy to 
remember. Our first domain 
name used to be: 
www.theflavorshop.be, which 
was a lot longer and less user 
friendly for our customers.

- Birger Vanacker, owner of 
Flavor Shop



coloringbooksforadults.shop
Transition from Amazon redirect to self-owned online shop

+

5 – Portability

From Amazon



6 – Category Keyword

balsamico.shop
from .com to .shop

As a digital agency, we are doing online 
business since 1996 and good domain 
names have always been a game-changing 
element in our strategies. Especially when it 
comes to niche products, where people 
didn't remember any brand names due to 
infrequent contacts. 

The .shop public launch in 2016 was a great 
chance to get a generic domain name to 
start growing in that niche. With 
balsamico.shop we got a short, 
recognisable, generic domain name and a 
TLD that states clearly what you will find on 
that property. We switched from our .com 
domain name to .shop and now we are the 
No.1 online destination for balsamic vinegar 
foodies in our home market, Germany and 
selling these products now in eight 
different countries in Europe.

The word "balsamico" is used frequently in 
Europe and stands for balsamic vinegar, an 
Italian made sweet&sour vinegar. With 
the .shop name people do not need to 
remember our brand "Bernado Tesori", they 
just say - "I bought my product at balsamico
shop", which is simple and much more 
generic.- Uwe Tippmann, founder of Aceto
Balsamico Shop



7 – Offline to Online

theflour.shop
Use .shop for online shop

+



yogawithadriene.shop
No. 1 Yoga Instructor on YouTube with 10M+ Subscribers

8 – Social Influencers



Ecommerce
and
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Online Shops in the World

Dataprovider as of Aug 2022
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South America
324,943

North America
4,763,025

Europe
2,949,491

Asia
1,097,432

Oceania
231,092

Africa
61,403

Dataprovider as of Aug 2022

Online Shops 
Numbers49%

30%

3%
1%

11%

2%
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30Note: United States; Q1 2009 to Q2 2022; Estimates are adjusted for seasonal variation, but not for price changes. Total sales estimates are also adjusted for trading-day differences and moving holidays.
Source(s): https://www.census.gov/retail/index.html#ecommerce

Retail Ecommerce Sales

47%
Growth YoY
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30%
Growth YoY

Share of Ecommerce in Global Retail Sales

Note: Worldwide; E-commerce share of total global retail sales from 2015 to 2025
Source(s): https://www.statista.com/statistics/534123/e-commerce-share-of-retail-sales-worldwide/
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Breakdown of Ecommerce Revenue Worldwide

Organic 
search

Paid 
search Direct E-mail Social Display Referral Other

Retail 31% 36% 13% 7% 4% 2% 3% 4%

Multi-channel 36% 23% 15% 11% 4% 0% 3% 8%

Online only 27% 46% 11% 4% 4% 4% 4% 1%

Travel 47% 23% 18% 0% 1% 0% 9% 2%

Overall 33% 34% 13% 6% 4% 2% 4% 4%

Note: Worldwide; November 2018 to October 2019
Further information regarding this statistic can be found on page 79.
Source(s): Wolfgang Digital; ID 820340

http://www.statista.com/statistics/820340/e-commerce-sessions-generating-revenue-source-and-medium




Prime Threats

34
Source(s): ENISA THREAT LANDSCAPE 2021

1. Ransomware

2. Malware

3. Cryptojacking

4. E-mail related

5. Against data

6. Against availability and integrity

7. Disinformation – misinformation

8. Non-malicious



Incidents

35
Source(s): https://www.jpcert.or.jp/ir/report.html

0

1.000

2.000

3.000

4.000

5.000

6.000

1 3 5 7 9 11 1 3 5 7 9 11 1 3 5 7 9 11 1 3 5 7 9 11 1 3 5 7 9 11 1 3 5 7 9 11 1 3 5 7 9 11 1 3 5 7 9 11 1 3 5 7 9 11 1 3 5 7 9 11 1 3 5 7 9 11 1 3 5 7 9 11 1 3 5

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

Total Action Taken



Breakdown of Incidents
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Source(s): https://www.jpcert.or.jp/ir/report.html
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Breakdown of Phishing Sites
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Source(s): https://www.jpcert.or.jp/ir/report.html
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What is a Look-alike Domain?

38

1 TLD sw a p d a g va n d e d om e in n a a m .com
2 Su b d om a in d a g va n d e .d om e in n a a m .n l
3 Typ o d a g va n d e .d on e in n a a m .n l
4 Hyp h e n a t ion d a g va n d e -d om e in n a a m .n l
5 Re p e t it ion d a g va n d e d d om e in n a a m .n l
6 Re p la ce m e n t d a g va n d e d 0 m e in n a a m .n l
7 Om ission d a g va n d e d om e in a a m .n l
8 Tra n sp osit ion d a g va n e d d om e in n a a m .n l
9 In se rt ion d e d a g va n d e d om e in n a a m .n l

10 Hom og lyp h d a g vɑn d e d om e in n a a m .n l
11 Vow e l-sw a p d a g va n d e d om a in n a a m .n l
12 Ad d it ion d a g va n d e d om m e in n a a m .n l

d a g va n d e d om e in n a a m .n l

Sources
https://www.phishlabs.com/blog/what-is-a-look-alike-domain/
https://www.irongeek.com/homoglyph-attack-generator.php

https://www.phishlabs.com/blog/what-is-a-look-alike-domain/
https://www.irongeek.com/homoglyph-attack-generator.php


Actual Example



Case Study
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Case Mapping Collision

41

Example 
A

Uppercase Letters

ADMIN@SECURITY.CAMP

ADMIN@SECURITY.CAMP

Lowercase Letters

admin@security.camp

admin@security.campExample 
B

Look IDENTICAL
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Example 
A

Lowercase Letters

admin@security.camp

admin@security.camp

Unicode Dotless i

U+0069 (English)

U+0131 (Turkish)
Example

B

NOT IDENTICAL

Case Mapping Collision

admin@securıty.camp



Unicode Dotless i

43

Lowercase

i

Uppercase

I

I

INDISTINGUISHABLE

ı



Flow
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Reset password

admin@securıty.camp

Email URL to reset PW

admin@securıty.camp

Generate email with URL

admin@security.camp

U+0069U+0131

U+0131

Sends email with URL

admin@securıty.camp

U+0131

U+0069



Flow

45

Requests to reset 
password for

admin@securıty.camp

U+0131

U+0069

Receives email to reset 
password for

admin@security.camp

Case Mapping Collision

Controller Database

Wrong Recipient
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Uppercase Letters

ADMIN@SECURITY.CAMP

Lowercase Letters

admin@security.camp

admin@securıty.camp

Case Mapping Collision



Recommendations

47
Source(s): ENISA THREAT LANDSCAPE 2021

Cryptojacking Blacklisting IP addresses and domains of popular cryptomining IP 
pools.

E-mail related

1) Check the lifespan of a suspected malicious domain and its 
ownership. If it has been active for less than a year, it could be a 
scam.
2) Check the domain name of the websites you visit for typos, 
especially for sensitive websites (e.g. bank websites). Threat actors 
usually register fake domains that are similar to legitimate ones 
and use them to ‘phish’ their targets.

Against data

URLs that are sent via e-mail or are randomly visited should first 
be checked based on their IP address, the ASN that associates 
with the IP, the owner of the domain and the relation between 
this domain and others, before any further step is taken.

Against availability
and integrity

With Domain Hijacking accounting for 31% of all DNS threats 
making it the most observed, usage of Registry Lock can mitigate 
this risk.
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Questions?

Hiro
tsukahara@gmoregistry.com

Taka
takayuki-ito@gmoregistry.com


