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Internet Finance

19.0%

FX Trading

Securities Trading

@- Domain Registry
@- Domain Registrar
@- Hosting & Cloud

@- eSignature

@- SSL Certificates

@- Payment

@- Ecommerce Solutions

Cryptoassets

3.6%

Advertising & Media
o Mining e Trading

13.9%

: e-Media e Advertising
3 months to March 2022 (

Consolidated Sales

JPY56.0B

Online

Internet Infrastructure

61.1%

o~ Provider (ISP)

15.25m

Recurring Customers

Business Segments
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Domain Registration
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Bitcoin Mining

Crypto Exchange

Stablecoin
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Netherlands
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New Gs In Ecommerce

Jul 2021

Others
36%

life
1% online
design 9%
1% art
[0)

Dataprovider as of Aug 2022

Jul 2022

shop
Others 20%

34%

live
1% A\
e oy

online
9%

3%
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Social Influencers e

+Shop

G Redirect

Physical to Online 0

Category Keyword e a Online Shop

Portabilitye e °Cross—border

Complete
Switch



briana-weds-joel.shop
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Categories Hobbies Brands Popular Gifts Gift Advisor Your Registry Find A Registry Share Thank You List Settings Help

AT Hello, Sign in Returns (4]
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Oct 24, 2020

22Items = Filter by: All v Sort by: Must Have v
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ADD TO CART CONTRIBUTE BUYING OPTIONS o o CONTRIBUTE

1 — Redirect



netflix.shop

online shop

8 A\

(©FFEE
netflix.com AND
| e (ONTEMPLATION

Unlimited movies, TV
shows, and anime. +

‘Watch anywhere. Carcél anytime.

Bt

Enjoy on your TV. il il 5| ALLRIGHTSRESERVED & Artist Yusuke Hanai debut Jim Hopper 11.8-inch Figure.
Watch on Smart TVs, Playstation, Xbox, (9 & “m‘w ®

Chromecast, Apple TV, Blu-ray players, and | e .

more. é Shop Now

Online Shop



worbis.shop

1/\7().7’1”{8

Applications ++ Worbis Club~  Campaigns  Order information - Aboutus  Contact us

Fiber optics

Copper network (Cat) 4 ‘
worbis.fi ,
. Data transfer solutions
finnish website Bisiicssndtaos for smart cities

Passive coverage network (DAS)

Electronics test and measurement

Data Center — In-building copper networks —

5 — Cross-border



superfoodguru.shop

An SEO agency advised
me to use 'shop' for the
Dutch domain name
and 'shop/en' for the
English one. Then |
would be better found in
Google.

| also liked the .shop
extension because you
think of a shop. | thought
it sounded friendly.

- Jojanneke Leistra,
owner of Superfoodguru

SUPERFOODGURU

Home Save on packs Juice detox Shop all Subscription About Into the Guru

Take care of your body.

It all starts with a healthy body and hydrated, glowy skin—providing it with organic
nutrients from fresh fruits & vegetables. Each juice product is designed to enhance
health instantly and keep your body happy over time, so your body & skin are always
atits best.

ete Switch

oRnEa




The .shop domain name
perfectly matches the name of
our shop: Flavor Shop.

Thanks to the existence of this
domain name extension we
were able to choose the url:
www.flavor.shop.

We chose this name when we

just started our new online web
shop. It is short and easy to
remember. Our first domain
name used to be:
www.theflavorshop.be, which
was a lot longer and less user
friendly for our customers.

- Birger Vanacker, owner of
Flavor Shop

flavor.shop

[(

~ FLAVOR
Q =- xS & €000 i ©
SHOP
Oil & Vinegar > Herbs &Spices ¥ Aperotime ~ Delicacies ¥ Confectionery ¥ Breakfast Warm Drinks ~ Beverages & Alcohol
Workshops & Events NonFood ~ Presents - Blog ~ Contact Us Temporary Actions Order A Present Gift Voucher

FEAVOR SHOP FOOD STORE

open all summer

'you can come shopping, pick up your order or have it delivered

INFORM YOURSELF HERE

s 4>

Iz g

g @ , S
=1 = & »We add yourpersonal message. . [ - - .+ - =
BB a h = © 3 J ¢ - v

= ' e
=
o . ORDER'OR SHOP AT YOUR FAVORITE

m

j " o shop in Gooik

VIRTUAL TASTINGS
taste together with friends

4 — Complete Switch




coloringbooksforadults.shop

7 N

Life Escapes Adult Coloring Books PDF

Life Eccapes Adult Coloring Booke for men, women and children features
gome of'the best adult coloring booke available by various grayscale
From Amazon decigners. Adulte are coloring and having fun doing it. Coloring grayccale
images ie quickly becoming the favorite choice for people needing to
reduce stregs. Coloring grayscale produces realistic results giving colorists
a genge of'achievement they can’t get anywhere elge. Our coloring books
ko o ot ok A s g are available in PDF download right here on thig gite or you can get them in

E print on Amazon by following our linke.
{ W

What's New in Life
Escapes Coloring

Escapes Products

What We Of¥er at Life Escapes

What's New in Hand

Colored Prints

See All Life Escapes Adult Coloring Books

NEW from Life

, Maleween Fun Grayicale Coloreng oot for Aduits 42 Malloween Fun Colaring Pages deugned with ) combination of one o
e e, Uadanl W _ s, s, o i v Adult Coloring Books

5 — Portability



As a digital agency, we are doing online
business since 1996 and good domain
names have always been a game-changing
element in our strategies. Especially when it
comes to niche products, where people
didn't remember any brand names due to
infrequent contacts.

The .shop public launch in 2016 was a great
chance to get a generic domain name to
start growing in that niche. With
balsamico.shop we got a short,
recognisable, generic domain name and a
TLD that states clearly what you will find on
that property. We switched from our .com
domain name to .shop and now we are the
No.1 online destination for balsamic vinegar
foodies in our home market, Germany and
selling these products now in eight
different countries in Europe.

The word "balsamico" is used frequently in
Europe and stands for balsamic vinegar, an
Italian made sweet&sour vinegar. With

the .shop name people do not need to
remember our brand "Bernado Tesori", they
just say - "l bought my product at balsamico
shop", which is simple and much more
generic.- Uwe Tippmann, founder of Aceto
Balsamico Shop

O —

balsamico.shop

TEL: +49 5041 / 9472970 =
shop@balsamico.shop =

Startseite Balsamico Shop % SALE % M@ NEU im Angebot

IHR WARENKORB

) Produkte - 0,00 €

Uber uns

BALSAMICO SHOP
me //- Aceto Balsamico Shop

» In unserem Onlineshop finden Sie von uns ausgewahlte Balsamico-Essige,
welche tiberwiegend zwischen 12 bzw. tiber 25 Jahre (extra vecchio) nach
traditioneller Art in der Region Modena oder Reggio Emilia in verschiedenen
Holzfassern reifen durften. Sie erkennen den besonders alten und

wohlschmeckenden Balsamico Essig an...

Category Keyword




theflour.shop

DELICIOUS DESSERTS
oModeo from feiatch Pty

Sfign QUYp ot

CUPCAKE WARS COOKIE DECORATING

m CONTACT ‘ ‘ § CONNECT

7 — Offline to Online




yogawithadriene.shop

Relaxed Tees Fitted Tees Cozy A es Kids Throwback Journey

Yoga with Adriene Pop Up Shop

We are excited to offer an organic collection of exclusive merchandise

o L
Relaxed T-Shirts Fitted Tops

Organic t-shirts, tops, tanks & more for yoga fans great and small.

AN 27

8 — Soclal Influencers
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Online Shops in the World

2022

7,817,123
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Retall Ecommerce Sales

300

4/ %

Growth YoY

150

100

Ecommerce sales in billion U.S. dollars

50
0
QlQ2Q30Q4 Q1 Q2Q3Q4 Q1 Q2Q3Q4 Q1 Q2Q30Q4 Q1 Q2Q3Q4 Q1 Q2Q3Q4 Q1 Q2Q30Q4 Q1 Q2Q3Q4 QI Q2Q3Q4 Q1 Q2Q30Q4 Q1 Q2Q3Q4 Q1 Q2Q3Q4 Q1 Q2Q30Q4 Q1 Q2
2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022
Note: United States; Q1 2009 to Q2 2022; Estimates are adjusted for seasonal variation, but not for price changes. Total sales estimates are also adjusted for trading-day differences and moving holidays. 30

Source(s): https://www.census.gov/retail/index.ntml#ecommerce



shop

25%

20%

Share of e-retail sales

10%

5%

15%

Share of Ecommerce in Global Retaill Sales

7,4%

2015 2016 2017 2018 2019

Note: Worldwide; E-commmerce share of total global retail sales from 2015 to 2025
Source(s): https://www.statista.com/statistics/534123/e-commerce-share-of-retail-sales-worldwide/

2020

2021

2022

30%

23,6%

Growth YoY

2023*

2024*

2025*

31
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Breakdown of Ecommerce Revenue Worldwide

Osrg:rrllﬁ Direct Social Display Referral

Retail 31% 36% 13% 7% 4% 2% 3% 4%

Multi-channel 0 23% 15% 11% 4% 0% 3% 8%
0

Online only 0 46% 1% 4% 4% 4% 4% 1%
0

Travel 0 23% 18% 0% 1% 0% 9% 2%
0

Overall 0 34% 13% 6% 4% 2% 4% 4%
0

I’;‘: rttt:evrv :w:!:mif;oﬁor\/ezrggei;;ﬂi; (s)t(a?;;)ilzec;iollge found on page 79. 32

Source(s): Wolfgang Digital; ID 820340


http://www.statista.com/statistics/820340/e-commerce-sessions-generating-revenue-source-and-medium

Image credit: istockphoto.com/rscyther5
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Prime Threats

1. Ransomware

% Disinformation 2 M d |Wa re

Threats Misinformation
against data

Cryptojacking

3. Cryptojacking

4. E-mail related

ENISA 5

THREAT . Against data

SURDlY ghaln LANDSCAPE

6. Against availability and integrity

m S Non~|iious .. . L. .
pratl M ey threats 7. Disinformation — misinformation
e 3 2
e T i 8. Non-malicious
integrity

Source(s): ENISA THREAT LANDSCAPE 2021 34
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6.000

5.000

4.000

3.000

2.000

1.000

INncidents

e Total

— Action Taken

13579MNM13579MNM13579M13579MN13579MNM13579M13579M13579MNM13579MNM13579M13579M1NM 135791135

2010 20T1 2012

Source(s): https://www jpcert.or jp/ir/report.html

2013

2014

2015

2016

2017

2018

2019

2020

2021

35
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Breakdown of Incidents

3.000

=——Phishing ===Data Exfiltration =—=Malware ====Scanning ===—=DoS/DD0S ===ControlSystem ===Targeted Attack ==Qpfier
2.500
2.000

1500 A

1.000

500

13579MNM13579M13579M13579MN13579MN13579M13579MN13579MNM13579M13579MNM13579MNM13579M135
2010 2011 2012 2013 2014 2015 2076 2017 2018 2019 2020 2021 2022

36

Source(s): https://www jpcert.or jp/ir/report.html
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Breakdown of Phishing Sites

2.000
1.800 = Domestic Brand = Foreign Brand = nknown
1.600

1.400

1200

1.000

800

600

400

200

“"‘M !)"‘ ""’A\\M‘ WA
13579M13579M13579M13579M1M135791M13579M13579M1T3579MNM13579M13579MNM13579M13579171 135

2010 20T1 2012 2013 2014 2015 2076 2017 2018 2019 2020 2021 2022

37

Source(s): https://www jpcert.or jp/ir/report.html
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Sources
https:
hito

What is a Look-alike

Domain??

dagvandedomeinnaam .nl

dagvandedomeinnaam .com

dagvande.domeinnaam .nl

dagvande.donemnmnaam .nl

dagvande-domemnaam .nl

dagvandeddomemnaam .nl

dagvandedOmemnaam .nl

dagvandedomeimaam .nl

dagvaneddomeinnaam .nl

dedagvandedomemnaam .nl

Homoglyph

dagvgndedomemnaam .nl

dagvandedomainnaam .nl

Addition

phishlabs.com/bloa/what-is-a-look-alike-domain
irongeek.com/homoalyph-attack-generatorphp

dagvandedommeinnaam .nl

38


https://www.phishlabs.com/blog/what-is-a-look-alike-domain/
https://www.irongeek.com/homoglyph-attack-generator.php

Actual Example
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Case Study

DEV Search... Q Log in ‘ Create account ‘

E_ ;% John Gracey

Q “
2 [ ] | | o

; itHub's Auth with

“O s Turkish Dotless 'I' 20198118308

D #security #unicode “javascript #webdev Trending on DEV Community ﬂ
4 8

From combining emoji marks and astral planes, Unicode is under ~

appreciated and poorly understood. The importance of understanding ®) Building an interactive screen-sharing
Unicode extends beyond localization and diversity. Failing to understand BEp bt Pupstesrand Rea @

Unicode may lead to vulnerabilities in your code.

react #webdev Jjavascript #opensource

: . . il @ Javascript sending data between
One lesser known occurrence is Unicode Case Mapping Collisions. Loosely “ a2 &

windows
speaking, a collision occurs when two different characters are uppercased or javascript #webdev #beginners
lowercased into the same character. This effect is found commonly at the
boundary between two different protocols, like email and domain names. @ Music Monday — What are you

listening to? (Homeland Edition)

A quick example watercooler #discuss #music

'B'.toLowerCase()
'R'.toLowerCase() === 'SS"'.tolLowerCase()

' John@G1thub.com'.toLowerCase() === 'John@Github.com'.tolLowerCase()

Transformation Collisions

While there are many Unicode case collisions across all the Unicode astral
planes, We'll only include the characters that collide into the English
alphabet. This Unicode guide includes an exhaustive list of collisions.

Uppercase

Char Code Paint Outnut Char
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Case Mapping Collision

Uppercase Letters Lowercase Letters
Exa?ple ADMIN@SECURITY.CAMP ®m» admin@security.camp
Exagwple ADMIN@SECURITY.CAMP ®m» admin@security.camp

Look IDENTICAL

41
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Example
A

Example
B

Case Mapping Collision

| owercase Letters Unicode Dotless |

admin@security.camp mp U+0069 (English)

admin@securitiyczanue ™ U+0131 (Turkish)

NOT IDENTICAL

42
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Unicode Dotless i

Lowercase Uppercase

| g |

1 - |

INDISTINGUISHABLE
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Flow

U+0131 U+0069

Reset password Generate email with URL

admin@securlty.camp admin@seamp v.’

~

- - =
Sends email with URL

admin@security.camp

Email URL to reset PW E

admin@securlty.camp D

44



shop

Case Mapping Collision

(0

]
]

Controller Database

Flow

U+0131
Requests to reset
password for
P

admin@securlty.cam

Receives email to reset
password for

admin@security.camp

Wrong Recipient

45
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Case Mapping Collision

Uppercase Letters Lowercase Letters

admin@security.camp
ADMIN@SECURITY.CAMP

-~
~

admin@securlty.camp

46
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Recommendations

Cryptojacking gBIackhstmg |P addresses and domains of popular cryptomining IP

1) Check the lifespan of a suspected malicious domain and its
ownership. If it has been active for less than a year, it could be a
scam.

E-mail related 2) Check the domain name of the websites you visit for typos,
especially for sensitive websites (e.g. bank websites). Threat actors
usually register fake domains that are similar to legitimate ones
and use them to ‘phish’ their targets.

URLs that are sent via e-mail or are randomly visited should first
be checked based on their IP address, the ASN that associates
with the IP, the owner of the domain and the relation between
gthis domain and others, before any further step is taken.

Wlth Domain Hijacking accounting for 31% of all DNS threats
makmg it the most observed, usage of Registry Lock can mitigate
this risk.

Source(s): ENISA THREAT LANDSCAPE 2021

Against availability
and integrity

47
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Questions?

Hiro
tsukahara@gmoregistry.com

Taka
takayuki-ito@gmoregistry.com
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